ABSTRACT
INTRODUCTION
In digital world, Steganography and Cryptography are synonymous used to protect information from unauthorised users (third party). Steganography can be used for different formats in digital media like, bmp, .gif, .jpeg, .mp3, .txt, and .wav. One of the most important and valuable tools to analyse image is the histogram. So what exactly is a histogram? A histogram is a graph that shows the colour range of image. A histogram shows how much of it is currently pure white, and how much of it falls somewhere between black and white images [1] [2] [3] [4] [5] [6] [7] .
Objective
This paper introduces a new Steganography metric able to evaluate effectiveness of any Steganography algorithm, applying this metric in the proposed algorithm which introduced in the previous paper.
THE PROPOSED ALGORITHM
The aim of this algorithm is to hide secret-message coefficients in a cover image without perceptible degrading of cover-image quality and to provide better resistance against steganalysis process. The proposed algorithm is composed of two channels namely: cover-image channel and secret-message channel that are used to embed the decomposed coefficients together. Using nine triangular MF to compress the secret-image from (0 -255) to (0 -30) image color range. Then embeding into the cover image to obtain a uniformly diffused distribution of message pixels all over the cover image.
(ii) -Image decomposition
The fuzzified secret-message and the cover-image are decomposed and then embed the coefficients of the fuzzified message in the cover-image. When data is embedded in the frequency domain, the security of the secret data resides in more robust areas, spread across the entire image, to provide better resistance against statistical attacks, high capacity, high imperciptability and robustness.
The DCT is used to decompose image into spectral sub-bands, working from left to right, top to bottom. The embedding function resultant matrix, obtained by addition of the DCT coefficients of the cover-image and the fuzzified secret-message, is given by [10 -14] :
where:
S(j, k) is the modified DCT coefficients of the stego-image, C(j, k) is the cover-image DCT coefficients and M'(j, k) is the modified secret-message coefficients. Beta and alpha are two complementary ESF. Alpha is chosen to obtain a stego-image without perceptible degrading of the image quality and to provide better resistance against steganalysis process. Then apply inverse IDCT on this modified embedded coefficients to get the stego-image. Figure (1) shows the proposed embedding algorithm. This proposed system can take a decision for the Stego image, is it acceptable or not. Figure ( 2) shows the block diagram of the proposed message reconstruction algorithm to recovere the secret-message.
Steganography assessment
To assess the performance of the Steganography algorithm, three evaluation statistical metrics are used. The first is the well known statistical metrics (MSE, PSNR, Cor, and Entropy), the others are two proposed methods. There used three messages (Cameraman, House, and Baboon) to be embedded in a cover-image (Barbara) to obtained three different stego-images which will be under evaluation. These evaluation metrics will be described in the following [8, 9, 10] . 
A. Common Metric Methods

1) Mean Square Error (MSE):
The distortion in an image can be measured using the following equation:
where: M, N is the size of the image.
2) Peak Signal to Noise Ratio (PSNR):
The percentage of noise present in the stego-image, is to be computed using the equation:
3) Cross Correlation coefficient: which is given by:
It is used to comparing the similarity between the cover-image and the Stego-image. Where m1 & m2 are the mean value of cover and Stego-image respectively.
4) Entropy:
It is a statistical measure of randomness that can be used to characterize the texture of the input image, it is given by:
Figures (3) show the obtained Stego-images of the three secret-messages (Cameraman, Baboon, House) using Barbara as a cover-image with different ESF (α). From these figures it is worth to note that the Steg-image is drastically depending on the ESF (α) value. As the ESF (α) increases the visual Steg-image degrades.
From figures it is worth to note that the Stego-image for < is accepted, while for > the Stego-image is highly distorted. From this figure it is seen that as the ESF ( ) increases the MSE and entropy are increas, the PSNR decreases and the Corr. is very slowly decreasing up to ESF ≅ 0.7, then rapidly decreasing. Considering the mentioned above results, it is necessary to find some measurable metric parameter to determine to which limit the ESF is to be applied. 
C. Visual Acceptance of Stego-image
From the visual inspection of figure (3) it is seen that acceptable value of the ESF (α) for the Stego-image must satisfy the condition:
where is the visual acceptable Stego-image. Figure (6) shows the Stego-images for the House, Baboon, and Cameraman with their reconstructed secret-messages for the visual acceptance values ( = / 2 ). Thus the proposed algorithm enables to reconstruct the original message with degradation depending on the visual acceptance of the ESF ( ). In order to improve the degradation of the reconstructed image a scaling factor (1/ ) is proposed as in [9] .
D. A Proposed Histogram Deviation metric
Deviation histograms for the coefficients of the cover, fuzzified secret-message and Stego-image are introduced as follows:
i-Stego-Message Histogram Deviation (SMD) It is given as
SIC is the Stego-Image Coefficients, and MC is the Message Coefficients and its percentage deviation is ∆SMD% = ∆ * 100 (10) where CC is the cover coefficient
ii-Stego-Cover Histogram Deviation (SCD) It is given as ∆SCD = |SIC − CC| (11) and its percentage deviation is ∆SCD% = ∆ * 100 (12) iii-Stego-Image Variance Deviation (∆ ), It is given as
where: μ Is the mean value, (Xi, j) is the image pixels, N is number of pixel. The variance deviation (∆ ) is given as
and its percentage deviation is ∆var% = ∆ ( ) * 100 (15)
EXPEREMINTAL RESULTS
Figures (7) and (8) From this figures it is concluded that the stego-image is very close to the cover-image. This shows that the proposed algorithm is more secure. Also, it is worth to note that deviations are message dependent.
CONCLUSION
Steganography is used to transfer secret message over open channel. The human visual system will be unable to perceive any difference in a Stego image. So the proposed metrics analyze the Stego image to evaluate performance of the Steganography algorithm. In this paper a new assessment metrics are proposed to evaluate security of any Steganography algorithm. 
